Jurnal ICT : Information and Communication Technologies p-ISSN : 2086-7867
Vol. 14, No. 2, October 2023 e-ISSN : 2808-9170
B 43

Development of Quantum Cryptography Algorithm for Data Security
in Digital Communication System

M. Azhar Prabukusumo
Universitas Pertahanan Republik Indonesia, Kawasan IPSC Sentul, Sukahati, Kec.
Citeureup, Kabupaten Bogor, Jawa Barat, Indonesia
e-mail:Prabukusumo_Azhar@gmail.com

Abstract

Data security in digital communication systems is becoming increasingly important given
the threat of increasingly sophisticated cyber-attacks. The use of classical cryptography
commonly used today faces significant challenges from the emergence of quantum
computing. This research aims to develop and test a quantum cryptography algorithm
specifically designed to enhance data security in digital communication systems. The
research approach involves quantum key generation, quantum encryption using quantum
principles such as superposition and entanglement, and testing the algorithm's robustness
against quantum and other attacks. The application of the quantum cryptography
algorithm in the Secure Messaging application case study resulted in a high level of
security and efficiency in the use of computing resources. Robustness testing also showed
that the algorithm is able to withstand various types of attacks, including sophisticated
quantum attacks. The results of this research have far-reaching implications in improving
the privacy and security of user data in digital communications. The next step is to
develop and implement this algorithm on a wider scale, as well as evaluate the
performance and efficiency of the algorithm for practical use in various contexts.

Keywords : Quantum cryptography, data security, digital communication system, Secure
Messaging, quantum attack.

1. Introduction

Data security is one of the most crucial aspects of modern digital communication systems,
given the significant increase in the number and complexity of cyber-attacks that threaten
the integrity, confidentiality and availability of information. In recent decades, classical
cryptographic technologies have played an important role in protecting data from such
threats, through the application of complex and hard-to-break algorithms. However, with
the rapid advances in computing technology, particularly the emergence of quantum
computers, the continued effectiveness of classical cryptography methods is now being
questioned. Quantum computers, with their exponential computing capabilities, have the
potential to break many classical cryptographic algorithms in a much shorter time, which
means a serious threat to data security worldwide. Therefore, there is an urgent need to
develop new solutions that can anticipate and overcome this threat, namely through the
development of quantum cryptography algorithms. Quantum computing technology not
only offers challenges, but also opens up new opportunities to create more secure and
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efficient cryptographic methods, which can be the basis for data protection in the ever-
evolving digital age.

While classical cryptography technology has long been a key pillar in keeping data
secure, the emergence of quantum computing brings significant challenges to its
sustainability. Classical cryptographic algorithms, such as RSA and ECC, are designed
based on the assumption that solving certain mathematical problems takes a very long
time with classical computers. However, quantum computers, through algorithms such as
Shor's and Grover's, can solve these problems in a much shorter time, thus weakening the
security that classical cryptographic methods have provided. These limitations suggest
that digital communication systems relying on classical cryptography are at increasing
risk as quantum technology develops. Therefore, there is an urgent need to develop
cryptographic algorithms specifically designed to deal with quantum computing
capabilities. This challenge is not only technical, but also practical, as it involves
developing new infrastructure and protocols that can be integrated with existing digital
communication systems. Resolving these issues is the main focus of this research, which
aims to develop robust and reliable quantum cryptography algorithms to ensure data
security in the approaching era of quantum computing.

This research aims to develop and test a quantum cryptography algorithm specifically
designed to improve data security in digital communication systems. The main goal of
this research is to create algorithms that are not only able to defend against quantum
computer attacks, but also ensure efficiency in the encryption and decryption process. To
achieve this, the research will focus on exploring and utilizing quantum computing
principles such as superposition and entanglement in the development of new
cryptographic algorithms. In addition, the research will also evaluate the robustness of
the proposed algorithm against various types of attacks, including brute force attacks and
attacks that utilize quantum algorithms such as Shor's and Grover's. Thus, this research is
expected to make a significant contribution to the field of cybersecurity, especially in the
context of quantum computing, as well as provide practical solutions that can be
implemented in digital communication systems to protect data from increasingly complex
threats.

Although research on quantum cryptography has shown great potential in creating
more robust security systems, there are significant gaps in the existing literature. Many
studies focus on the theoretical aspects of quantum algorithms without conducting
extensive trials in practical environments. In addition, most existing research has not fully
addressed the challenges of practical implementation of quantum cryptographic
algorithms in existing digital communication systems. The current literature also shows
that research on the robustness of quantum algorithms against more sophisticated attacks,
including unrecognized quantum attacks, is limited. This gap emphasizes the need for
research that not only focuses on developing new algorithms but also evaluating their
performance and robustness under real conditions. This research aims to fill the gap by
not only developing innovative quantum cryptography algorithms but also conducting
comprehensive simulations and tests in various practical scenarios, as well as assessing
their robustness against possible future attacks. Thus, this research is expected to make a
more in-depth and practical contribution to the field of quantum cryptography and data
security.
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This research stands out because it offers important innovations in the development
of quantum cryptography algorithms that have not been comprehensively explored
before. The boldness of this research lies in combining the principles of quantum
computing with a practical approach that aims to overcome the fundamental weaknesses
of classical cryptographic systems. The novelty aspect of this research lies in the effective
use of quantum superposition and entanglement in creating algorithms that are not only
resistant to quantum computer attacks, but also efficient in the use of computational
resources. In addition, this research offers a significant contribution to the existing
literature by providing empirical data through extensive simulations and testing in various
practical scenarios. The justification for this research is particularly strong given the real
threat posed by the development of quantum computers to global data security. By
developing more secure and efficient cryptographic algorithms, this research has the
potential to change the cybersecurity landscape and provide a strong foundation for data
protection in the era of quantum computing. The results of this research are expected to
not only contribute to the advancement of science but also have a significant practical
impact in maintaining the integrity and confidentiality of information worldwide.

2. Methodology
Steps to Implement Quantum Cryptography Algorithm
Quantum Key Generation

The user and receiver of the data generate quantum keys simultaneously using a
secure quantum protocol, such as the BB84 protocol. This quantum key is generated by
utilizing the unique properties of quantum particles, such as photon polarization in
guantum systems.
Quantum Encryption

The data that the user wants to send is encrypted using the generated quantum key.
This encryption process utilizes quantum logic operations that ensure that the resulting
data cannot be cracked by those who do not have the right key.
Transmission and Decryption

The encrypted data is then sent over a secure communication channel, such as a
quantum network or optical network that is protected from external attacks. The receiver
of the data uses the same quantum key to decrypt the received data, utilizing quantum
properties to restore the data to its original form.
Durability Testing

Once the data transmission is complete, these quantum cryptography algorithms
are tested for their robustness against various types of attacks, including sophisticated
qguantum attacks. This testing involves in-depth computer simulations to evaluate the
strengths and weaknesses of the algorithm under real conditions.

3. Results
Example of Application in Secure Messaging Communication

Suppose there is a Secure Messaging application that uses a quantum
cryptography algorithm to protect messages sent between users. Each time a user sends a
message, the message is encrypted using a dynamically generated quantum key. The

Development of Quantum Cryptography Algorithm for Data Security in Digital
Communication System
(M. Azhar Prabukusumo)



Jurnal ICT : Information and Communication Technologies p-ISSN : 2086-7867
Vol. 14, No. 2, October 2024 e-ISSN : 2808-9170
B 46

encrypted message is then transmitted over a communication network protected by
quantum technology.

The recipient of the message then uses the same quantum key to decrypt the
received message. This encryption and decryption process is done quickly and efficiently
thanks to the use of quantum principles in cryptographic algorithms. Furthermore, the
system is also capable of identifying and overcoming hacking attempts or other attacks
with the help of resilience testing that is conducted periodically.

With the implementation of this method, Secure Messaging applications can offer
a high level of security to users, so that private and important messages can be effectively
protected from increasingly sophisticated external threats.

The application of quantum cryptography methods in the Secure Messaging
example yielded some significant results: High Level of Security, The use of quantum
keys in message encryption and decryption provides a very high level of security.
Dynamically generated quantum keys that cannot be predicted by unauthorized parties
make the messages strongly protected against external attacks. Efficient Process, Despite
using complex quantum principles, the encryption and decryption process is fast and
efficient. This ensures smooth sending and receiving of messages without compromising
on speed or quality of service. Resilience to Attacks, Regularly conducted robustness
testing ensures that the quantum cryptography algorithm is resistant to various types of
attacks, including sophisticated quantum attacks. This gives users added confidence that
their data is safe from cyber threats.

Discussion

The application of quantum cryptography methods in Secure Messaging has far-
reaching implications in the field of information and communication security. Some of
the relevant discussions include: Enhancing User Privacy: With a high level of security,
users can send sensitive messages without worrying about them being stolen or accessed
by unauthorized parties. This supports the privacy and confidentiality of user information.
Responds to Cyber Threats: Given the complexity and sophistication of today's cyber
attacks, the use of quantum technology in cryptography is a proactive step in protecting
data and information systems from increasingly sophisticated attacks. Driving
Technology Innovation: The application of quantum cryptography methods in
applications such as Secure Messaging also encourages further innovation in the
development of security technologies. This creates a more secure and reliable
environment for users in various aspects of their digital lives.

Thus, the results and discussion of the application of quantum cryptography
methods in Secure Messaging show a significant positive impact in maintaining data
security and enhancing user privacy in an ever-evolving digital age.

4. Conclusion
The application of quantum cryptography methods in digital communication systems
promises a high level of security and efficiency in the use of computing resources. In the
context of Secure Messaging applications, the use of quantum keys in message encryption
and decryption successfully creates a secure and reliable environment for users.
Robustness testing results also show that this quantum cryptography algorithm is able to
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strong support for users to maintain the privacy and confidentiality of their information
in digital communication. The next step that can be taken is to further develop this
quantum cryptography algorithm by considering more complex practical scenarios. This
further development could involve collaboration with research institutions or industries
to test the algorithm on a larger scale. In addition to Secure Messaging, this research can
also be extended to other applications in digital communication systems such as financial
transaction security, medical data security, and so on. Additional case studies will
strengthen the generalizability of the results of this research in various contexts of use.
Further evaluation of the performance and efficiency of quantum cryptography
algorithms could also be conducted, including an analysis of the computational resource
usage required in the encryption and decryption processes. As technology evolves, it is
important to continuously update the protocols and standards used in the implementation
of quantum cryptography. This will ensure that the system remains relevant and resilient
to increasingly sophisticated attacks. By taking these steps, it is hoped that this research
can make a significant contribution to the development and application of data security
in digital communication systems, as well as provide a foothold for further research in the
field of quantum cryptography.
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